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Abstract 
Computer viruses are big threat to computer world; researchers doing work in this area have made various 

efforts in the direction of classification and detection methods of these viruses. Graph mining, system call 
arrangement and CFG analysis are some latest research activities in this field. The computability theory and the semi 
computable functions are quite important in our context of analyzing malicious activities. A mathematical model 
like random access stored program machine with the association of attached background is used by Ferenc Leitold 
while explaining modeling of viruses in his paper. Computer viruses like polymorphic viruses and metamorphic 
viruses use more efficient techniques for their evolution so it is required to use strong models for understanding their 
evolution and then apply detection followed by the process of removal. Code Emulation is one of the strongest ways 
to analyze computer viruses but the anti-emulation activities made by virus designers are also active. This paper 
involves the hashing techniques used for detection of computer viruses in better manner.  
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I. Introduction 
There are various processes that have been used 

in the direction of classification of computer viruses from 
normal files that will finally lead to virus detection. 
Machine learning techniques are widely used in this 
direction. As statistics says that the attacks of malicious 
codes are increasing day by day so there is requirement 
of strong techniques that can be used for their detection. 
Malicious code designers use lot of techniques that are 
difficult to analyse and detect. The static methods also 
seems not to work in the case where every time there are 
rapid dynamicity from attacker side so now a days main 
focus is going towards the methods that are dynamic and 
are able to detect zero day worms . 

Figure1   Malicious threat rise [1] 
The rise in the malicious threats like computer 

viruses activities are required to be handled and observed 
strongly to make certain defence that can stand as a 
saviour of security domain. Other types of malware are: 

1. Viruses 
2. Trojan horse 
3. Botnets 
4. Adware 
5. Spyware 

         

 
Figure2. Assembly file for virus code [2] 

The mutating behaviour of metamorphic viruses is due to 
their adoption of code obfuscation techniques.  
 a)  Dead code insertion 
 b) Variable Renaming 
 c)  Break and join transformation 
 d) Expression reshaping 
 e) Statement reordering 
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II.  Hashing Technique 
A hash function is any algorithm

data of variable length to data of a fixed length. The 
values returned by a hash function are called
values, hash codes, hash sums, 
simply hashes. Hash functions are primarily used to 
generate fixed-length output data that acts as a shortened 
reference to the original data. This is useful whe
output data is too cumbersome to use in its entirety.
Data structure called a hash table signifies its practical 
use where the data is stored associatively. Searching for 
object name in a list is slow, but the hashed value can be 
used to store a reference to the original data and retrieve 
constant time. Its use can be seen in the area of 
cryptography, the science of encoding and safeguarding 
data. It is easy to generate hash values from input data 
and easy to verify that the data matches the hash, but
hard to 'fake' a hash value to hide malicious data. This is 
the principle behind the Pretty Good 
algorithm for data validation. 
Hash functions are also used to accelerate table lookup or 
data comparison tasks such as finding items in 
a database, detecting duplicated or similar
large file, finding similar stretches in DNA
other than this there are many other applications 
associated with it. 

A hash function must be
transparent or it can be stated that it should be stable
called twice on input that is "equal" for example, strings 
that consist of the same sequence of characters
give the same result. There is a construct in many 
programming languages that allows the user to override 
equality using hash functions for an object. It means 
two objects are equal then the values of their hash 
function must be equal. It is crucial to find
a hash table quickly, because two of the same element 
would hash to the same position. 

Hash functions are associated with
compression, as the original data is lost when hashed. 
Unlike compression algorithms, where something 
resembling the original data can be decompressed from 
compressed data, the goal of a hash value is to uniquely 
identify a reference to the object so that it can be 
retrieved in its entirety. Unfortunately, all hash functions 
that map a larger set of data to a smaller set of data 
cause collisions. Such hash functions try to map the keys 
to the hash values as evenly as possible beca
collisions become more frequent as hash tables fill up. 
Thus, single-digit hash values are frequently restricted to 
80% of the size of the table. Other properties may be 
required as well, such as double hashing
probing; it depends on the algorithm used for this task
Although the idea was conceived in the 1950s, the design 
of good hash functions is still a topic of active research.
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Hash functions are related to (and often confused 
with) checksums, check-digits, fingerprints
randomization functions, error correcting codes
and cryptographic hash functions
concepts overlap to some extent, each has its own uses 
and requirements and is designed and optimized 
differently. The Hash Keeper database maintained by the 
American National Drug Intelligence Center
instance, is more aptly described as a catalog of file 
fingerprints than of hash values. 

Figure3. Hashing process
Computer virus database is increasing day by 

day. The sheer volume of new malware found each day 
is growing at an exponential pace. This growth has 
created a need for automatic malware triage techniques 
that determine what malware is similar, what malware is 
unique, and why. BitShred, a system for large
malware similarity analysis and clustering, and 
automatically uncovering semantic inter
family relationships within clusters
researchers. The key idea behind BitShred is 
feature hashing to dramatically reduce the high
dimensional feature spaces that are common i
analysis. Feature hashing also allows us to mine 
correlated features between malware families and 
samples using co-clustering techniques. 
shown by authors depict that BitShred speeds up typical 
malware triage tasks by up to 2,365x and
less memory on a single CPU, all with comparable 
accuracy to previous approaches. 
parallelized version of BitShred, and demonstrate 
scalability within the Hadoop framework.
of computer virus signatures is also increas
techniques are used to deal with large signature database. 
To mine the signature efficiently and with fast speed is 
major issue of ongoing research in computer virology
Different hashing techniques with other methods
hybrid forms are being used to mitigate and resolve the 
issue of computer virus threat. 
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Computer virus database is increasing day by 
The sheer volume of new malware found each day 

wing at an exponential pace. This growth has 
created a need for automatic malware triage techniques 
that determine what malware is similar, what malware is 

BitShred, a system for large-scale 
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III.  Conclusion 
This paper discusses about basic outline of 

computer viruses and their detection using hashing 
techniques. The methods discussed are being used for 
solving different problems. The impact of hashing 
techniques in the direction of computer virus detection is 
mentioned. This study will be helpful for researchers 
working in the field of computer virology. 
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